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Fill the workforce gap with level 1 and level 2 cyber technicians

With the EC-Council Essentials Series, our goal is to implement a technician track
to teach students and adults of all ages baseline Cybersecurity skills across the

following areas:

Network Defense

Ethical Hacking

Digital Forensics

Learning resources including the eBook and video lectures will be offered

as MOOC courses so cost is not a barrier to education.

Lab range upgrades will ensure learners are properly understanding the
concepts and feel comfortable with range technologies leading into cyber
challenges and competition pathways to continuously grow towards desired

career pathways.
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Our very first MOOC series available September 1st in ePub format for EC-Council Academia Partners...
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Network Security Fundamentals Wireless Network Security

Identification, Authentication MobileDevice Security

and Authorization

Network Security Controls 57 Defian SeaiT

- Administrative Controls

Network Security Controls - Cryptography and PKI

Physical Controls

H:EE Eetwork Security Controls - Technical Data Security
Network Defense Essentials ontrols
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Network Defense Essentials eBook 978-1-63567-735-5
Network Defense Essentials Videos 978-1-63567-790-4
Network Defense Essentials iLabs 978-1-63567-873-4
Network Defense Essentials Exam Prep 978-1-63567-802-4
Network Defense Essentials ECC Exam Voucher 978-1-63567-808-6
Network DefenseEssentials ECC Exam Voucher w/ RPS 978-1-63567-811-6
Network Defense Essentials iLabs + Exam Prep w/ ECExam Voucher 978-1-63567-814-7
Network Defense Essentials iLabs + Exam Prep w/ ECC Exam Vouchew/ RPS 978-1-63567-817-8




Course Outline
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Information Security Fundamentals

Ethical Hacking Fundamentals

Information Security Threats and

Vulnerabilities

Password Cracking Techniques and

Countermeasures

Social Engineering Techniques and
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Ethical Hacking Essentials Countermeasures
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Network Level Attacks

BA-CTHUNMCIL OFFICIAL CUNMICULA and Countermeasures

Ethical Hacking Essentials eBook

Ethical Hacking Essentials Videos

Ethical Hacking Essentials iLabs

Ethical Hacking Essentials Exam Prep

Ethical Hacking Essentials ECC Exam Voucher

Ethical Hacking Essentials ECC Exam Voucher w/ RPS

Ethical Hacking Essentials iLabs + Exam Prep w/ ECC Exam Voucher

Ethical Hacking Essentials iLabs + Exam Prep w/ ECC Exam Voucher w/ RPS

Tmical Hacking
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Web Application Attacks and

Countermeasures

Wireless Attacks and Countermeasures

MobileAttacks and Countermeasures

loT and OT Attacks and
Countermeasures

Cloud Computing Threats and
Countermeasures

Penetration Testing Fundamentals

978-1-63567-736-2
978-1-63567-791-1

978-1-63567-874-1
978-1-63567-803-1
978-1-63567-809-3
978-1-63567-812-3
978-1-63567-815-4
978-1-63567-818-5



Course Outline
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Computer Forensics Fundamentals

Computer Forensics Investigation
Process
Understanding Hard Disks and File

Systems

Data Acquisition and Duplication

Defeating Anti-forensics Techniques

Digital Forensics Essentials
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Windows Forensics
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Digital Forensics Essentials eBook

Digital Forensics Essentials Videos

Digital Forensics Essentials iLabs

Digital Forensics Essentials Exam Prep

Digital Forensics Essentials ECC Exam Voucher

Digital Forensics Essentials ECC Exam Voucher w/ RPS

Digital Forensics Essentials iLabs + ExanPrep w/ ECC Exam Voucher

Digital Forensics Essentials iLabs + Exam Prep w/ ECC Exam Voucher w/ RPS
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Linuxand Mac Forensics

Network Forensics

Investigating Web Attacks

Dark Web Forensics

Investigating Email Crimes

Malware Forensics

978-1-63567-737-9
978-1-63567-792-8

978-1-63567-875-8
978-1-63567-804-8
978-1-63567-810-9
978-1-63567-813-0
978-1-63567-816-1
978-1-63567-819-2



The Essentials Series certifications will prepare and validate

your skills for entry-level job roles of the future.
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Technician

Network Technical
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Cyber Crime
Analyst
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Administrator
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Intelligence
Operations Specialist

Cybersecurity
Specialist

Incident &
Intrusion Analyst

Cyber Operations
Technician




SECURITY OPERATIONS
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EC-Council Recovery
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Click Here to apply for
EC-Council Academia
Partnership today!
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| Academia

Interested in reviewing the EC-Council Essentials Series?

Contact the EC-Council Academia division today to get in touch with a representative.

X1 ace-support@eccouncil.org D 1.844.HACK.CEH é) www.eccouncil.org/academia
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