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Included In MOOCs:

Partners Only

Optional Paid Upgrades: 

Introducing the EC-Council Essentials Series
Our very first MOOC series available September 1st in ePub format for EC-Council Academia Partners… 

Network Defense Ethical Hacking Digital Forensics

eBook Lab Range

Post Course Assessment & Certificate of Completion

Certification ExamInstructor Slides Syllabus

Video lectures & 
lab lectures

(On-site Testing or Remote Proctor Services - RPS)
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The EC-Council Essentials Series
NETWORK DEFENSE ESSENTIALS Course Outline

01 07

02 08

03 09

04 10

05 11

06 12

Network Security Fundamentals

Identification, Authentication 
and Authorization

Network Security Controls 
- Administrative Controls

Network Security Controls - 
Physical Controls

Network Security Controls - Technical 
Controls

Virtualization and Cloud Computing

Wireless Network Security

Mobile Device Security

IoT Device Security

Cryptography and PKI

Data Security

Network Traffic Monitoring

01 Lecture Video

Click on the desired video below:

01 Lab Video  (Coming Soon)

02 Lecture Video 02 Lab Video  (Coming Soon)

03 Lecture Video 03 Lab Video  (Coming Soon)

04 Lecture Video 04 Lab Video  (Coming Soon)

05 Lecture Video 05 Lab Video  (Coming Soon)

06 Lecture Video 06 Lab Video  (Coming Soon)

07 Lecture Video 07 Lab Video  (Coming Soon)

08 Lecture Video 08 Lab Video  (Coming Soon)

09 Lecture Video 09 Lab Video  (Coming Soon)

10 Lecture Video 10 Lab Video  (Coming Soon)

11 Lecture Video 11 Lab Video  (Coming Soon)

12 Lecture Video 12 Lab Video  (Coming Soon)

00 Course Introduction Video

https://vimeo.com/637753341/fa720e64c8
https://vimeo.com/637751037/33b01c76c8
https://vimeo.com/637758299/2f72597ad5
https://vimeo.com/637755223/cf239b1ade
https://vimeo.com/637768186/5e70f6ec28
https://vimeo.com/637761101/1a4dcc14c8
https://vimeo.com/637778014/434c44e326
https://vimeo.com/637773655/a06561e698
https://vimeo.com/637784801/4f16398481
https://vimeo.com/637788947/0b7dc8be06
https://vimeo.com/637793295/0fd9e92079
https://vimeo.com/637798480/5680309d4b
https://vimeo.com/637806968/82b2dc52b1
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The EC-Council Essentials Series
ETHICAL HACKING ESSENTIALS Course Outline

01 07

02 08

03 09

04 10

05 11

06 12

Information Security Fundamentals

Ethical Hacking Fundamentals

Information Security Threats and 
Vulnerabilities

Password Cracking Techniques and 
Countermeasures

Social Engineering Techniques and 
Countermeasures

Network Level Attacks 
and Countermeasures

Attacks and Web Application 
Countermeasures

Wireless Attacks and Countermeasures

Mobile Attacks and Countermeasures

IoT and OT Attacks and 
Countermeasures

and Cloud Computing Threats 
Countermeasures

Penetration Testing Fundamentals
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01 Lecture Video

Click on the desired video below:

01 Lab Video  (Coming Soon)

02 Lecture Video 02 Lab Video  (Coming Soon)

03 Lecture Video 03 Lab Video  (Coming Soon)

04 Lecture Video 04 Lab Video  (Coming Soon)

05 Lecture Video 05 Lab Video  (Coming Soon)

06 Lecture Video 06 Lab Video  (Coming Soon)

07 Lecture Video 07 Lab Video  (Coming Soon)

08 Lecture Video 08 Lab Video  (Coming Soon)

09 Lecture Video 09 Lab Video  (Coming Soon)

10 Lecture Video 10 Lab Video  (Coming Soon)

11 Lecture Video 11 Lab Video  (Coming Soon)

12 Lecture Video 12 Lab Video  (Coming Soon)

00 Course Introduction Video

https://vimeo.com/637814770/f88ee15272
https://vimeo.com/637816093/52cd974d53
https://vimeo.com/637821222/a34e2eb753
https://vimeo.com/637826347/9bec74d3a5
https://vimeo.com/637852373/0eb5b6bd29
https://vimeo.com/637856728/1ee740e2d4
https://vimeo.com/637862981/c9d7979797
https://vimeo.com/637869727/79f98e2f83
https://vimeo.com/637880003/b08b1d77ff
https://vimeo.com/637891019/26eb15c8bf
https://vimeo.com/637896945/a31bafda39
https://vimeo.com/637917799/3934bd391e
https://vimeo.com/637926832/bad237ede2
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The EC-Council Essentials Series
DIGITAL FORENSICS ESSENTIALS  Course Outline 

01 07

02 08

03 09

04 10

05 11

06 12

Computer Forensics Fundamentals

Computer Forensics Investigation 
Process

Understanding Hard Disks and File 
Systems

Data Acquisition and Duplication

Defeating Anti-forensics Techniques

Windows Forensics

Linux and Mac Forensics

Network Forensics

Investigating Web Attacks

Dark Web Forensics

Investigating Email Crimes

Malware Forensics

01 Lecture Video

Click on the desired video below:

01 Lab Video  (Coming Soon)

02 Lecture Video 02 Lab Video  (Coming Soon)

03 Lecture Video 03 Lab Video  (Coming Soon)

04 Lecture Video 04 Lab Video  (Coming Soon)

05 Lecture Video 05 Lab Video  (Coming Soon)

06 Lecture Video 06 Lab Video  (Coming Soon)

07 Lecture Video 07 Lab Video  (Coming Soon)

08 Lecture Video 08 Lab Video  (Coming Soon)

09 Lecture Video 09 Lab Video  (Coming Soon)

10 Lecture Video 10 Lab Video  (Coming Soon)

11 Lecture Video 11 Lab Video  (Coming Soon)

12 Lecture Video 12 Lab Video  (Coming Soon)

00 Course Introduction Video

https://vimeo.com/637423260/aad942c5d8
https://vimeo.com/637579717/e042629e4b
https://vimeo.com/637588298/357d04f981
https://vimeo.com/637597290/ca53f73c2b
https://vimeo.com/637593251/e54d3d6327
https://vimeo.com/637549798/82e2860b7d
https://vimeo.com/637552807/efe3e7e599
https://vimeo.com/637556504/2aa414caa9
https://vimeo.com/637559909/4ad9e4060a
https://vimeo.com/637563439/7b3eef6091
https://vimeo.com/637566514/2c1746656c
https://vimeo.com/637567578/a39afb20f4
https://vimeo.com/637572247/f305af0720
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EC-Council Essentials Series Certification Exams

Certification Exam

Exam Length: 2 Hours
Exam Format: Multiple Choice
Exam Platform: ECC Exam Center
# of Questions: 75
Passing Score: 70%

Certification Exam Certification Exam

High School 
Students

ProfessionalsCollege/University 
Students

Who Will Benefit from Certification

Exam Length: 2 Hours
Exam Format: Multiple Choice
Exam Platform: ECC Exam Center
# of Questions: 75
Passing Score: 70%

Exam Length: 2 Hours
Exam Format: Multiple Choice
Exam Platform: ECC Exam Center
# of Questions: 75
Passing Score: 70%



Interested in reviewing the EC-Council Essentials Series?
Contact the EC-Council Academia division today to get in touch with a representative. 

www.eccouncil.org/academiaace-support@eccouncil.org 1.844.HACK.CEH

Copyright EC-Council 2021. All Rights Reserved. 




