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Network Traffic Monitoring
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Module Objectives

Understanding the Need for and Advantages of Network
Traffic Monitoring

Understanding the Network Traffic Signatures

Understanding the Categories of Suspicious Traffic
Signatures

Overview of Attack Signature Analysis Techniques

Understanding Network Monitoring for Suspicious
Traffic

Overview of Various Network Monitoring Tools
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Network

Traffic
Monitoring

Network monitoring is a retrospective security approach that involves monitoring a network for
abnormal activities, performance issues, bandwidth issues, etc.

Network monitoring is an integral part of network security and is a demanding task within the network
security operations of organizations

Continuous network traffic monitoring and analysis are required for effective threat detection



Need for Network
Monitoring

Page views

W 908

¥ -2.9% last week

Even when security tools are in place, attackers can
find ways to bypass such security mechanisms to
enter the network

Security tools generally use signature-based detection
techniques. Hence, they are often unable to identify
continuously changing attack signatures/patterns

Security tools are generally not designed to identify
behavioral anomalies and are unable to detect
activities of attackers that are initiated before and
during an attack




Advantages of Network
Monitoring

:-==>  Understanding how data flows in a network

------ >  Optimizing network performance

g '; | ------ > Avoiding bandwidth bottlenecks
— ‘ e s :
.‘m\‘ \ /W Monitoring network [ >
"';‘ | traffic helps in 5
"k ------ > Detecting signs of malicious activity
1Y
------ > Finding unnecessary and vulnerable applications

faresess » Investigating security breaches




IModule Flow

N L

Understand the Need and
Advantages of Network Traffic
Monitoring

L1

T

o
I

£

Y i

------

bright

vavavava

Determine Baseline Traffic
2 Signatures for Normal and
Suspicious Network Traffic

3 Perform Network Monitoring
for Suspicious Traffic



Network Traffic Signatures

O A signature is a set of traffic characteristics such as a source/destination IP address, ports, %)
Transmission Control Protocol (TCP) flags, packet length, time to live (TTL), and protocols. WW%V
Signatures are used to define the type of activity on a network k

Types of Signatures

Normal Traffic Signature J Attack Signatures

» Acceptable traffic patterns » Suspicious traffic patterns not
allowed to enter the network allowed to enter the network



Baselining Normal Traffic Signatures

. 0O Anetwork baseline is the accepted behavior for normal network traffic.

It is a benchmark to differentiate between normal and suspicious traffic

TF ‘ O Network traffic baselines differ between organizations and change over
o R : time according to the operating environment and prevailing threat
B T L scenario

Some considerations to create a baseline for normal traffic:

sinss

=  TCP/IP communication involves a three-way handshake for normal
traffic

gk

= ASYN flag appears at the beginning and a FIN flag at the end of a
connection

= All conversations originating inside the demilitarized zone (DMZ) are
trusted traffic items

|
1£2952 “

... 2 | ? = Any traffic violating the network policies is malicious traffic; e.g., the
Snivis | vembvRl 2 existence of File Transfer Protocol (FTP) traffic when this type is

restricted indicates a potential issue



Categories of Suspicious Traffic Signatures

Informational

Traffic containing certain signatures
that may appear suspicious but
might not be malicious

Unauthorized Access

Traffic containing certain signatures
that indicate an attempt to gain
unauthorized access

Reconnaissance

Traffic containing certain signatures
that indicate an attempt to gain
information

Denial of Service

Traffic containing certain signatures
that indicate a DoS attempt that
floods a server with a large number
of requests



Attack Signature Analysis Techniques

Content-based signature analysis

O Attack signatures are contained in packet payloads

HEADER § PAYLOAD

O Check for specific strings occurring in the suspicious
payload

Atomic-signature-based analysis

O Single-packet analysis is sufficient to detect attack
signatures

HEADER PAYLOAD

Context-based signature analysis

O Attack signatures are contained in packet headers

# HEADER PAYLOAD

O Inspect packets for unusual/suspicious header
information such as the following:

» Source and destination IP addresses
» |IP options, protocols, and checksums
» Source and destination port numbers

» |IP fragmentation flags, offset, or identification

Composite-signature-based analysis

O Multiple-packet analysis is required to detect attack
signatures
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Wireshark
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. . . . |
D ereShark IS a Wldely used network Snlffer for Ifile Edit View Go Capture Analyze Statistics Telephony Wireless Tools ﬂe]pl—’ MenujBar, |
network monitoring and analysis ma® R Qe Eg I @ Q @ IF =y To0iR5

O It captures and intelligently browses the traffic on a LIETAECCTE Q_‘ hilteraTool|Bay _ —

No. Tim Source De-stmatlon Protocol Lengtt’lnfo
| 76 3. 172.217.16: .18.18.79

||||
I- |

TC [ d unsee L] 3 [ACK] Seq=1 Ack=2 Win=244 L.
network 77 3. 18.10.10. _."9 1?2 21? 165 164 TCP i Len=0 TSval= 1943421436 TSec..
TCP 66 49836 1 Ack=1 Win=1024 Len=8 TSval=599088134 TSecr=

78 3.. 10.10.10.79 216.58.203.163
5 216.58.203.163

1 Ack=1 Win=1024 L _@ Tsval= 599@8134 TSecr=..
t =1 in=244 L.

ILE& anclh *

Components of Wireshark

1?2 21? 160 195

i | 843, 172.217.160.1. 10.10.10.79 CP 66 [1CP
J 1 85 3. 1[& 1{J 1@ 16 40.90. 189 152 TLSv1.2 128 Applicat Dat
‘/ Menu bar' HOStS the features Of ereShark 86 3. 40.90.189.152 10.16.10.16 TLS:i.:Z 180 AsgliEZtigg Dgt:
87 3. 10.10.10.16 40.90.189.152 TCP 54 1552 — 443 [ACK] Seq=75 Ack=127 Win=1026 Len=0
‘/ TOOIbar' HOStS the mOSt frequently USEd tOO|S and iCOI‘]S 11@?9 _ 1?221?.16.42 P 40 443 [ACK] Seq-l A{:k 1 lv.rln 1@24 Len[& TSV]_ 293590...
3 Frame 96 1321 Dytes on wire (1@568 Dlts}, 1321. bytes captured (1@568 hlts) on in erfce B - - -
= . Q Q Q Q p Ethernet II, Src: Microsof_b53:389:77 (00:15:5d:53:39:77 Dst: Microsof_53:39:8e (00:15:5d:53:39:8e
v Filter toolbar: Filters the traffic based on filter OptlonS v Internet Protocol Version 4, Src: 1@F1@.1e.?9, Dut: 16010 16.16 ( )
8188 .... = Version: 4
o . 01@1_: Header I__ength:_ 20 bytes (5) PacketiDetailsiPanel
0 Diff tiated 5 Field: @x@@ (DSCP: C58, ECN: Not-ECT
v" Packet list panel: Displays the captured packets b Differentiated Services Field: x00 ( ot -ECT) .
4 r
v

1 . 1 1 1 1 080 61 6c 69 76 65 Od Oa SENNGISGTEVENGEEGERVEEPIIER  alive- - SEGTIEETE -
Packet details panel: Displays detailed information e s o
65 2d 43 6T 6e 74 72 6Ff 6C 3a 20 6d 61 78 2d 61 e-Contro 1: max-a

67 65 3d 30 0d Da 4F 72 69 67 GO Ge 3a 20 68 74 ge=0--Or igin: ht PacketiBytes/Ranel
about the Captured paCketS ata granU|ar level 7470 3a 2f 2f 77 77 77 2 6C 75 78 75 72 79 74 tp://www . luxuryt
72 65 61 74 73 2e 63 6f 6d Od @a 55 70 67 72 61 reats.co m- -Upgra

Packet byte panel: Displays the captured packet’s bytes 55 73 74 73 3a 70 31 Od 0a 43 OF be 74 03 6e 74 ests 1 -Content

1 (O ¥ HTTP Content-Length header (http.content_length_header), 21 bytes Packets: 945 + Displayed: 945 (100.0%) = Profile: Default
in a hex dump format g p.content_length | y play

AN

https://www.wireshark.org



Follow TCP Stream in Wireshark

M “EthemnetDd - O x M \Wireshark - Follow TCP Stream (tcp.stream eq 25) - EthernetD — a
File Edit View Go (Capture Analyze Statistics Telephony Wireless  Tools  Help
_ _ o T e | [N s.X.=T..... I?.. ..L..63..83...... 4+... ..F...\R..n3m.!
4mce BRBRes=TIEEQQaN PRSI} -
[ [tep.stream eq 25 B4 ~| Expression.. + PGy |moaEcoocZonocans B.gt}4Bm...g7\.5....N....5.1.+..... VUTXU. . ... -
Mo Time Source Destination Protocol  Length Info = g B n)$.-H..... booeo> MVOL. . tY..J-H,a. W1
' N . e..5..h.5...6..-|.0.m.1....JE9.."V....q8...{..... bov
la7e 17.726884 18.10.18.19 1e8.16.18.16 TCP 2974 88 » 49386 [ACK] Seq=263421 Ack=917 Win=21@176E By €..3.52.5.0=0 000 unn. BaYarnnnnns E I I O DT PR I S o | PR
1871 17.727134 1@.10.18.18 16.10.18.19 TCP 6@ 49886 + 80 [ACK] 5eq=917 Ack=266341 Nin=218-22?2- Y.'\-’>T.S. N - L P Se.QT...L... | LWl
1872 17.727147 18.10.18.19 1e8.16.18.16 HTTP 143 HTTP/1.1 288 0K .D.dB‘X.:qT..“..u’j:"....-.j.Z.j.}..I"I....j..
1873 17.727384 18.10.18.1@ 168.16.18.19 6@ 49886 = B8 [ACK] 17 Ack=266438 Win=210227 AUC. .t w5, Q. )PT. M e e BuuaCoshuenn.. c.\g....F|...7‘ IIIIII [[[-B..8...G....
I 11es 27 'L le.le.l1s.18 18.16.1@.19 ) [TC p-Alive] ST o S B | b..t..z..GFH...... Waccoc 1 P N LT o (R ?..0f..
8.18.1@.19 - [ S S N 1 - SO 3 SO P S - L. T 4..... f..7{.5% my, . gE s s|
16.18.16.186 16.10.18.19 HTTP 847 POST / HTTP/1.1 " Bpeunnn. |:|| ........ M.m.n
168.18.18.19 1e8.16.18.16 54 538 = 49386 [ACK] Hooooooc Hooooc IEND.B” .POST / HTTRP/1.1
I 16.16.16.18 16.16.18.19 C Alive] v Host: www.moviescope.com
< > User-Agent: Mozilla/5.8 (Windows NT 18.8; Wine4; x64; rv:71.8) Gecko/28le818l
Firefox/71.@
Key: _ VIEWSTATEGENERATOR & Accept: text/html,application/xhitml+xml,application/xml;q=0.9,%/*;q=0.8
Value: C2EEQABE Accept-Language: en-US,en;q=8.5
¥ Form item: "_ EVENTVALIDATION" = "/wEdAASRpur28RELnhHDLcPIhbQlWMttrRUI19aE3DEE1DCNOGGCPO02ZLAXYaxRe6vMO]2F3T3Mm Accept-Encoding: gzip, deflate
Key: _ EVENTVALIDATION Content-Type: application/x-www-form-urlencoded
Value: /wEdAASRpur28R@1LnhHDLcPIhbQLWMEtrRUII9aE3DBE1Dcn0GGCPO02LAKX9axRe6vMQ]2F3T3AwSKugakia3qX7zRTqqtNS6as: Content-Length: 322
¥ Form item: "txtusername” = "sam" Origin: http://www.moviescope.com
Key: txtusername Connection: keep-alive
Value: sam Referer: http://www.moviescope.com/
¥ Form item: "txtpwd" = "test@l23z" Upgrade-Insecure-Requests: 1
Key: txtpwd
value: test@123 _ VIEWSTATE=%2FwEPDwULLTE3MDc5MiQz0TdkZAGOV141 jFmvthSzVPEAcAcPvU1z1duRfeSiK1HI1FBGE
A T fbms Mhdelamda® T aoda v VIEWSTATEGENERATOR=C2EE9ABB& EVENTVALIDATION=%2FwEdAASRpur28R@1nhHD1cPIhbQlidMttrRull
3 e 9aE3DBglDcn0GaCcPO02LAXIaxRe6viM) ] 2F 3T 3AwSKugakAa3gX7zRTqqtNS6asalbbcpd Iwd2 FEYEXZqPywC ]
63 Be 4f 47 47 63 58 4f 4f 32 4c 41 58 39 61 78 cn0EGcP0 02LAX9ax ~ SDGHNKTHS‘H-qLn.“'l%3|)&tx|user‘name=sarn&txtpwd=test%481231]htnll:ugin=Ll:ugin
52 65 36 76 4d 51 Ga 32 46 33 66 33 41 77 53 4b  Re6vMQj2 F3IT3AWSK
75 67 61 4b 41 61 33 71 58 37 7a 52 66 71 71 74 ugakAa3q X7zRfqgt o
RS e scmlzgz e R i e s
46 42 59 74 58 5a 71 58 79 77 43 6a 35 6T 47 Ge FEYtXZIgP wajSo'Gn ; kB} et Show and save data as | ASCII L Stream m
4e 4b 54 45 73 66 34 71 4c Ge 4d 25 33 44 26 74 MKTHsT4q Ln%‘t [ | | - |
@328 78 74 75 73 65 72 6e 61 6d 65 3d gERaNE 26 74 xtuserna me=| t Find Next
78 74 78 77 64 3d 74 85 73 74 25 34 38 31 32 33 xtpwd=te st¥48123 Password revealed =
26 62 74 6e 6c 6 67 69 6e 3d 4c 6T 67 69 Ge &htnlogi n=Login o [Filter Out This Stream Print Save as... Back Close Help
() @ value {urlencoded-form.value), 3 bytes Packets: 1222 - Displayed: 45 (3.7%) - Dropped: ln a' TCP Strea‘m
)-




Display Filters in Wireshark

O Display filters are used to change the view of packets in the captured files

e Fllt;?::gczsi » Example: Type the protocol in the filter box; arp, http, tcp, udp, dns, or ip
" . ==23
Monitoring the tcp.port

" ip.addr==192.168.1.100 machine

Specific Ports ip.addr==192.168.1.100 && tcp.port=23

Filtering by Multiple » ip.addr ==
IP Addresses ip.addr ==

R R
o o
o o
o o

(6 I

Filtering by IP :
.addr == 10.0.0.4
Address » Rl

" ip.dst == 10.0.1.50 && frame.pkt len > 400

Other Filters » ]

" ip.src==205.153.63.30 or ip.dst==205.153.63.30

ip.addr == 10.0.1.12 && icmp && frame.number > 15 &&
frame.number < 30



01

02

03

04

05

Additional Wireshark Filters

tcp.flags.reset==
Displays all TCP resets

udp contains 33:27:58
Sets a filter for the HEX values of 0x33 0x27 0Ox58 at
any offset

http.request
Displays all HTTP GET requests

tcp.analysis. Retransmission
Displays all retransmissions in the trace

Displays all TCP packets that contain the word

tcp contains traffic I
“traffic”

06

01

08

09

10

! (arp or icmp or dns)
Masks out arp, icmp, dns, or other protocols and
allows you to view traffic of your interest

tcp.port == 4000
Sets a filter for any TCP packet with 4000 as a
source or destination port

tcp.port eq 25 or icmp
Displays only SMTP (port 25) and ICMP traffic

ip.src==192.168.0.0/16 and
ip.dst==192.168.0.0/16

Displays only traffic in the LAN (192.168.x.x),
between workstations and servers — no Internet

ip.src != xXXX.XXX.XXX.XXX &&
ip.dst !'= xxx.xxx.xXxXX.xXxXx && sip
Filter by a protocol ( e.g., SIP ) and filter out
unwanted IPs



Monitoring and Analyzing FTP Traffic

Lt
Ay
T

"w/ A

= % File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. o e rm p— @
O FTPis used to W W XC QeEa=EF |—\@l@~@~ ' '
: transfer files over BHED -
\ .
TCP, and its default No. Tim Source Destination Protocol Lengtt Info
. 574 4. 10.10.10.50 10.10.10.16 TCP 66 36648 — 21 [ACK] Seq=1 Ack=28 Win=64256 Len=8 TSval=
port is 21 669 5. 10.10.108.50 19.10.10.16 EsEi Fquue-st USER Administrator
y 510 5. 10.10.10.16 B.10.10.50 ; Ack=21 Win=2108160 Len=6 TSV
. 611 5. 10.10.10.16 10.10.10.56€ FTP EE F{espﬂnse 331 Passw{:rd required
d FTP sends data in a TCP B o ck=51 Win=64256 Len=0 TSval
647 6.. 10.10.10.50 10.16.10.16 FTP 82 Re uest- PASS admingi23
cleartext format 549 6. 10.10.10.16 10,10, 10.50 43 eq=51 Ack=37 Win=2108160 Len=0 TSv
685 6.. 10.10.10.16 10.16.10.50 FTP 87 Respcnse 230 User logged in.
686 6.. 10.10.10.50 10.16.10.16 TCP 66 36648 ~ 21 [ACK] Seq=37 Ack=72 Win=64256 Len=6 TSval

' Use the ftp filter to B = -

check whether any Sequence number: 1 (relative sequence number)
unauthorized FTP
sessions have been
established in the
network

(e
L
[TF

[ I e I e O o o
[ I o I o O o I
[ I = T L Y
Lo I o I o I o I

[Mext segquence number: 21
Acknowledgment number: 28

(relative seguence number)]
(relative ack number)

ipee .... = Header Length: 32 bytes (8)

B@ 15 5d 53 39 47 BO 15
B 48 32 e8 40 00 40 06
ba 10 8F 283 OO0 15 56 1d
B1 f6 61 bl G0 0O 81 01
19 a9 55 53 45 52 20 41
61 74 6F 72 Bd Ba

bd 53 39 71 08 08 45 18 - -]59G-- ]59q--E:
df 62 0a 0a Ba 32 0a Ba HE @ @ -h---E :

68 4c [ENEHECNE 80 18 V- NI - -
B8 Ba 48 02 db 8e 01 38 +-eceee-
64 6d 69 e 69 73 74 72  --USER A dm1n15tr

ator--




Monitoring and Analyzing Telnet Traffic

Telnet can provide access to remote hosts including most network
equipment and operating systems

Telnet is not encrypted; the password and all other data are transmitted
as cleartext

Ideally, it should be disabled; enabling it poses huge security risks
to the network

It is essential to check whether any Telnet session is
established within the network 0




Monitoring and Analyzing Telnet Traffic (Cont’d)

y

O Perform the following to check
for established Telnet sessions:

» Go to the Statistics Menu and
click on Conversations

» Go tothe TCP tab and select
the appropriate Telnet
communication indicated by
port 23 and click Follow
Stream...

» The Telnet traffic and the
credentials will be viewable
in cleartext

telnet.pcap

File Edit View Go Capture Analyze Statistics

Telephony Wireless Tools

elp

H
RE Qex2EF IS 5 QQ

(W[ telnet |
No. Tim Source Destination Protocol Length Info
| 4 0. 192.168.8.2 192.168.68.1 TELNET 93 Telnet Data ...
5 0. 192.168.8.1 192.168.08.2 TELMET 69 Telnet Data ...
7 0. 192.168.8.2 192.168.08.1 TELNET 69 Telnet Data ... |
g 6. 1 |
168 6. 1 Wireshark - Conversations - telnet.pcap - o X
12 B, 1
13 6. 1
15 0. 1 Ethernet-1 | IPv4-1 IPv6 | TCP-1 [ UDP
1706. 1 Address A ~ Port A Address B Port B Packets Bytes Packets A = B E
190. 1 192.168.0.2 1550 192.168.0.1 FE 92 7,748 48
28 0. 1 o K
22 0. 1
22 .. 1 Wireshark - Follow TCP Stream (tcp.stream ec
25 0. 1
- P - . T T L S
27 8. 1 . [ . " e B & .&..8..8..8..85.. ..... #,
e — 9600, 9600. . .. #. bam. ing. erg: 8.0. .DISPLAY.bam.zing.org:@.0.
b Frame 4: 93 Limit to dis color. . .
p Ethernet II 0pe-nBSDz’1386 (Dof] {ttypZ}
+ Internet Pr Copy ~ Togin: fake

giea . ...

... ©101 = weaoer vLengTn: Zw DYTES (D) 7
b Differentiated Serwvices Field: ©x10 (DSCE

Total Length: 79

Tdentification: 0x463e (17982)

p Flags: Gx4000, Don't fragment
i |
pEi0 B0 4F 46 3e 40 0O 40 [I§ 73 ©F c ad oo @

..Password:user

...... Last legin: Sat Nov 27 20:11:43 on ttyp2 from bam.zing.org
Warning: no Kerberos tickets issued.
OpenBSD 2.6-beta (00F) #4: Tue Oct 12 20:42:32 CDT 1999

Welcome to OpenBSD: The proactively secure Unix-like operating sys

Please use the sendbug(l) utility to report bugs in the system.
Before reporting a bug, please try to reproduce it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well.

$ /sbin/ping www.yahoo.com



Monitoring and Analyzing HTTP Traffic
[

A Capturing from eth0
D The HTTP Sends |nf0rmat|on |n plain File Ed'it- View Go Capture Analyze Statistics Telephony Ereless Eolﬁ_ﬂelp
text mae® RO QewEFISZE QAQQE
[ ] | http contains luxurytreats
1 Monitor and analyze HTTP traffic for R Lk N
. .. 10.16.18. 1[':! 16 19 16 ‘ap llcatlﬂnﬁ{ - Wil - fnrm urlencnde
the following purposes: ~10.10.10-70 10.10.10.16 64 CET 7Usariain.aspx HITP/T 1

- 10.18.1 : 10.10.10.16 P 559 GET!lrngfmaJ_n hg44 ]pg HTTF‘;’:L 1

= Check whether any sensitive . 0.10.10.78 16 : P _ > seqner captured] GET /inages/
information is sent using HTTP - 10.10.10. 78 10.10.10.16 : GET ZTONES/gIyphicons-hall TIngs- reular SRz

= Detect malicious traffic

= Check the traffic against a policy
violation

H : : File Data: 675 bytes
|
DeteCt appl|cat|0n5 USIng = HTML Form URL Encoded: application/x-www-Torm-urlencoded
. . p Form item: "__ EVENTTARGET" = ""
unnecessary/restricted services b Form item: " EVENTARGUMENT" = "* | |
p Form item: "_ VIEWSTATE" = "/WEPDWULLTESBNTUyODQZNjAPZBYCZg9kFgICAWIKFgICBwIkFgICAWEPFgIeBl1Zpc21ibGVnZGRYAQUe
p Form item: " VIEWSTATEGEMERATOR"™ = "9@859937"
. b Form item: "_ EVENTVALIDATION" = "/wEdAAVhGEHGitxjhxSdafrifx7SIMEQYw/BxiZTCTuzSQBdbYvrXYBjXEBYpiusUxX1GB3oNtA
[ Use the http filter to check the b Form item: "ctl@@$BodyContentPlacenolderStxtemail” = "bob"
p Form item: "ctleefBodyContentPlacenolder$txt |password” = "Passwlrd"
13 1 » Form item: "ctlBP@%BodyContentPlaceholder$btn|login” = "Login"
specific HTTP traffic o en: CrLoa%BanyC g
[ FCarm 4+ ame UWnn e cpanred!!  — 1N




Network Sniffers for Network Monitoring

tcpdump is a command-line network analyzer or a

tcpdump packet sniffer that helps in capturing and analyzing

network traffic

sam@sam-Virtual-Machine: ~ o o X

File Edit View Search Terminal Help

0©.255.255.239.1in-addr.arpa. (46) '
12:14:36.262785 IP dns.google.domain > sam-Virtual-Machine.43688: 65267 NXDomain

0/1/0 (163)
12:14:36.263519 IP sam-Virtual-Machine.49596 > dns.google.domain: 63230+ PTR? 2.
10.10.10.in-addr.arpa. (41)
12:14:36.266335 IP dns.google.domain > sam-Virtual-Machine.49596: 63230 NXDomain
0/60/0 (41)
12:14:36.266674 IP sam-Virtual-Machine.54047 > dns.google.domain: 6681+ PTR? 8.8
.8.8.1in-addr.arpa. (38)
12:14:36.268372 IP dns.google.domain > sam-Virtual-Machine.54047: 6681 1/0/0 PTR
dns.google. (62)
12:14:36.268471 IP sam-Virtual-Machine.59829 > dns.google.domain: 65195+ PTR? 79
.10.10.10.in-addr.arpa. (42)
12:14:
12:14:
12:14:
12:14:
12:14:
10.10.
12:14:

28

12:14:
0/60/0 (41)

37.
38.
39.
41.
41.
10.
41.

41

.409684 IP dns.google.domain > sam-Virtual-Machine.43603: 31852 NXDomain

260582 IP 10.10.10.2.60802 > 239.255.255.250.1900: UDP, length 174
260272 IP 10.10.10.2.60802 > 239.255.255.250.1900: UDP, length 174
260286 IP 10.10.10.2.60802 > 239.255.255.250.1900: UDP, length 174
407254 ARP, Request who-has gateway tell sam-Virtual-Machine, length 28
407448 IP sam-Virtual-Machine.43603 > dns.google.domain: 31852+ PTR? 1.
in-addr.arpa. (41)

408109 ARP, Reply gateway is-at ©02:15:5d:07:29:05 (oui Unknown), length

https://www.tcpdump.org

Riverbed Packet Analyzer Plus

https://www.riverbed.com

OmniPeek
https://www.liveaction.com

Observer Analyzer
https://www.viavisolutions.com

SolarWinds Deep Packet

Inspection and Analysis
https://www.solarwinds.com

Xplico
https://www.xplico.org




Network Monitoring Tools

PRTG
Network
Monitor

A network monitoring software that supports remote
management using any web browser or smartphone, ®
various notification methods, and the monitoring of
multiple locations

SolarWinds Network

Performance Monitor
https://www.solarwinds.com

ManageEngine OpManager

https://www.manageengine.com

L
H
L
H
L
H
L
H
L
H
L
H
L
H
L
) Overview ) Live Data 2 days 30 days 365 days |8 Historic Data & Log & Settings A& Notification Triggers ¢ Comments H History :
L
PingTime  Maximum Minimum Last Scan 27s o .
” ” Last Up: 27s .
- 0 msec Last Down: :
Packet Loss Uptime: 100.0000% L ]
e : Capsa Free Network Analyzer
o Coverage: 100% H
/ Semor T ping : https://www.colasoft.com
Dependency = HyperV Hosts
o 3 msec Interval 30s :
0 msec ID: #2030 .
F | ) ® .
2] Live Graph, 1 hour I UUUUU H
110 -
Maximu m 100 .
- . . L .
» : Monitis Network Monitoring
¥ Overview =} | ive Data 2 days 30 days 365 days |4« Historic Data = Log & seti 12 msec o : -
msec B : Solutlon
Top Talkers Top Connections Top Protocols E £ L P
o g g = .
o P 0% . - : https://www.monitis.com
m_'{_‘ 3 msec o 4 2 days :
ER - E .
L .
130 days : Nagios Network Analyzer
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Module Summary
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This module has discussed the need for and advantages of
network traffic monitoring

It has discussed the network traffic signatures

It has also discussed the categories of suspicious traffic
signatures

This module also discussed the attack signature analysis
technigues and network monitoring for suspicious traffic

Finally, this module ended with an overview of various
network monitoring tools



